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School Aims:

Our aims are that:-

· Each member of our community will develop the confidence to reach his/her full potential in a secure, happy, challenging and rewarding environment so that each is equipped with the necessary knowledge, skills and understanding in order to fulfil his/her hopes and aspirations for the future.

· All members will show respect for their community and ALL others within it.

We will achieve these aims by:-

· promoting positive attitudes such as courtesy, honesty, responsibility, kindness and respect for others; encouraging people to set a good example and be good role models in everything they do

· celebrating our successes

· providing a stimulating learning environment and supporting each other in all we do

· constantly striving for high standards

· providing an environment in which everyone feels secure and is encouraged to be confident

· promoting teamwork and ensuring that all are given opportunities to contribute and that all contributions are valued; continually looking for ways in which to raise self-esteem 

· promoting key skills such as communication, problem-solving, self-evaluation and the use of ICT

· ensuring that an effective partnership exists between home, school and the wider community

· dealing with environmental issues that may have an increasing impact on our lives in the future and accepting our share of the responsibility for protecting our planet for future generations 

Introduction

The Internet is now regarded as an essential resource to support teaching and learning. The statutory curriculum requires pupils to learn how to locate, retrieve and exchange information using ICT. In delivering the curriculum, teachers need to plan to integrate the use of communications technology such as web-based resources and e-mail and mobile learning, such as touch screen tablet devices. Computer skills are vital to access life-long learning and employment; indeed ICT is now seen as an essential life-skill.

Young people have access to the Internet from many places, home, school, friends’ homes, libraries and in many cases mobile phones. Schools have a number of services to help ensure that curriculum use is safe and appropriate, however, access out of school does not usually have these services and has a range of risks associated with its use. Schools are ideally placed to help young people learn to become e-safe. This policy is designed to ensure safe Internet use by pupils in school, but also while on-line at home etc.

Core principles of Internet safety

E-safety depends on staff, schools, governors, advisers, parents and, where appropriate, the pupils themselves taking responsibility for the use of Internet and other communication technologies such as mobile phones.

There are no straightforward or totally effective solutions and staff, parents and the pupils themselves must remain vigilant.

Why is Internet use important?

The purpose of Internet use in school is to raise educational standards, to promote pupil achievement, wellbeing and to support the professional work of staff and to enhance the school’s management information and business administration systems.

Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils.
Internet access is an entitlement for students who show a responsible and mature approach to its use.

The Internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to provide students with quality Internet access as part of their learning experience.
How will Internet use enhance learning?

There is now increased computer and Internet access both within school and at home. Developing good practice in Internet use as a tool for teaching and learning is clearly essential. Teachers need to help pupils learn to become “web literate”, for example, understand the need to keep personal information safe and to appreciate that as with all publishing a critical awareness of validity and bias is important.

The school Internet access will be designed expressly for educational use and will include filtering appropriate to the age of pupils. Pupils will learn appropriate Internet use and be given clear objectives for Internet use. Staff should guide pupils in online activities that will support the learning outcomes planned for the pupils’ age and maturity. Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

How will Internet access be authorised?

The school will keep a record of all staff and pupils who are granted Internet access.

The record will be kept up to date; for instance a member of staff may leave or a pupil’s access be withdrawn.

Primary pupils will be issued individual email accounts and will be authorised to use a group/class email address under supervision.

How will filtering be managed?

The school will work in partnership with parents and St. Helens Council to ensure systems to protect pupils are reviewed and improved.

If staff or pupils discover unsuitable or illegal sites, the URL (address) and content must be reported to the Internet Service Provider (St Helens Council) via the ICT Team and Head.

Parents of the children involved will be notified immediately in serious circumstances.

Website logs will be regularly sampled and monitored.

ICT Team will ensure that regular checks are made to ensure that the filtering

methods selected are appropriate, effective and reasonable.

How will the risks be assessed?

In common with other media such as magazines, books and video, some material available via the Internet is unsuitable for pupils. The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer. Neither the school nor St. Helens Council can accept liability for the material accessed, or any consequences of Internet access.

The use of computer systems without permission or for inappropriate purposes could constitute a criminal offence under the Computer Misuse Act 1990.

Methods to identify, assess and minimise risks will be reviewed regularly.

The Headteacher and ICT leader will ensure that the Internet policy is implemented and compliance with the policy monitored.

Managing Content

How will pupils learn to evaluate Internet content?

Information received via the web, e-mail or text message requires good information-handling skills. In particular it may be difficult to determine origin and accuracy, as the contextual clues present with books or TV may be missing or difficult to read. Pupils need to understand that some content is deliberately misleading, while some is/may be unsuitable from purely a reading-age perspective. Ideally inappropriate material would not be visible to pupils using the  web but this is not easy to achieve and cannot be guaranteed. It is a sad fact that pupils may occasionally be confronted with inappropriate material, despite all attempts at filtering. Pupils should be taught what to do if they experience material that they find distasteful, uncomfortable or threatening. For example: to close the page and report the URL to the teacher or ICT manager for inclusion in the list of blocked sites. More often, pupils will be judging reasonable material but need to select that which is relevant to their needs, for instance to answer a homework question. Pupils should be taught research techniques and encouraged to question the validity, currency and origins of information – looking for the author’s name, date of revision and whether others link to the site is a start. Pupils should also use alternative sources of information for comparison purposes. Effective guided use should also reduce the opportunity pupils have for exploring undesirable areas.

Using Internet derived materials in pupils’ own work requires at least an understanding that straight copying is worth little without a commentary that demonstrates the selectivity used and evaluates significance. Respect for copyright and intellectual property rights, and the correct usage of published material will be taught.

· Any Internet derived materials by staff and by pupils must comply with copyright law.
· Specific lessons will be included within the ICT Scheme of Work that teaches all           pupils how to read for information from web resources.

· A nominated person will be responsible for permitting and denying additional    websites as requested by colleagues.

· Pupils will be taught to acknowledge the source of information used and to respect  copyright when using Internet material in their own work.

If staff or pupils discover unsuitable sites, the URL (address) and content must be reported to the St Helens Council.
Schools should ensure that staff and pupils are aware that the use of internet derived materials should comply with current copyright laws.

Specific lessons will be included within the ICT Scheme of Work that teaches all pupils how to read for information from web resources.

Nominated persons (ICT technician) will be responsible for permitting and denying additional websites as requested by colleagues.

How should website content be managed?

The point of contact on the website should be the school address, school e-mail and telephone number. Staff or pupils’ home information will not be published.

Website photographs that include pupils will be selected carefully and with the permission of parents.
Pupils’ full names will not be used anywhere on the public part of the website, particularly in association with photographs.

Permission from parents or carers will be obtained before photographs of pupils are published on the school website.

Communication

Managing e-mail

Pupils may only use approved e-mail accounts on the school system.

Pupils must immediately tell a teacher if they receive offensive e-mail.

Pupils must not reveal details of themselves or others in e-mail communication, such as address or telephone number, or arrange to meet anyone.

Whole-class or group e-mail addresses should be used.

E-mail sent to an external organisation should be written carefully and authorised before sending, in the same way as a letter written on school headed paper.

On-line communications and social networking

Pupils will be taught about how to keep personal information safe when using online services. Each year group will have specific lessons dedicated to e-safety through both the computing curriculum as well as PSHE lessons..

The school will conduct annual pupil surveys about home use of ICT. It will gauge the range of activities which pupils undertake and how safely they are using them, e.g. keeping personal information safe, experiences of cyber bullying etc.

The use of online chat is not permitted in school, other than as part of its online learning environment.

Mobile technologies
Appropriate use of mobile phones will be taught to pupils as part of their e-safety programme.

Pupil mobile phones are not permitted within the school unless they belong to the pupils of Year 5 and 6. These mobile phones are put into a safe place at the beginning of the school day and returned to the pupils when they are leaving the school site. 
Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed.

Introducing the policy to pupils

Rules for Internet access will be posted in all rooms where computers are used.

A module on responsible Internet use and e-safety will be included in the curriculum covering both school and home use. This will include the necessity of keeping personal information safe, how to use mobile technologies appropriately and using online communication appropriately.

Instruction on responsible and safe use should precede Internet access.

Pupils will be informed that Internet use will be monitored.

All Key Stage 1 & 2 pupils will use the e-safety activities from the staff with the aid of many resources including CEOP resources to help teach Internet Safety.
Parents and e-safety

Parents’ attention will be drawn to the School E-Safety Policy through communications such as news letters and text messaging and on the school website.

Regular information will be provided to parents about how to ensure they can work with the school to ensure this resource is used appropriately both within school and home.

Internet issues will be handled sensitively to inform parents without undue alarm.

A partnership approach with parents will be encouraged especially if there are incidents that need addressing as new technologies or problems emerge.
All parents will receive support information as and when available, e.g. Know It All for Parents.

Cyber-Bullying
Please also see the Behaviour and Anti-Bullying Policy

	Topic
	Reasons for teaching

	Different types of bullying including cyber-bullying
	Many children and young people use social media to communicate with their friends. We want all of our pupils to be able to recognise that online bullying is just as unacceptable as other forms of bullying, and that trusted adults can take action to help keep them safe. 

	Sharing material online
	Sharing material online can be a considerable risk. Children and young people need to have comprehensive understanding that any material shared has the potential to be shared more widely online. Young people also need to be aware of the potentially difficulty in removing any compromising material placed on the internet. Pupils also need to be aware of the law and possible consequences of sharing inappropriate material over the internet. It is important that young people know not to provide material to others that they would not want shared further and that they are not to share personal material which is sent to them. 

	Getting support and reporting concerns
	It can be a frightening experience for any child or young person who is a victim of online abuse, exploitation, or mistreatment. It is important that pupils know how and where to report concerns in order to keep themselves safe. 

	Viewing harmful content
	Viewing harmful content can have a traumatic and substantial impact on the emotional and mental wellbeing of young people. Children and young people also need to be aware that it is a criminal offence to share and view indecent images of children (including those created by children).

	How data is collected and shared online
	Pupils need to be aware how data is generated, collected, shared, and used online, so they can make informed choices about what sort of information they want to share on the internet. 


Consulting with staff and their inclusion in the E-Safety Policy

All staff including teachers, supply staff, classroom assistants and support staff, will be provided with the School E-Policy, and its importance explained.

The school’s consequences for Internet and mobile phone / PDA / technology misuse will be clear so that all teachers are confident to apply this should the situation arise.

All staff must accept the terms of the ‘Responsible Internet Use’ statement before using any Internet resource in school.

Staff should be aware that Internet traffic is monitored and reported by St Helens Council and can be traced to the individual user. Discretion and professional conduct is essential.

Community users of the school’s ICT facilities must sign the acceptable user policy before being granted access.

The school will adopt the School’s e-mail and Internet user policy.

The monitoring of Internet use is a sensitive matter. Staff that operate monitoring procedures should be supervised by senior management.

Staff development in safe and responsible Internet use and on the school Internet policy will be provided as required.

Digital / Video Cameras / Photographs

Pictures, videos and sound are not directly connected to the Internet but images are easily transferred.

· Pupils will not use digital cameras or video equipment at school unless specifically authorised by staff.

· Publishing of images, video and sound will follow the policy set out in this document under ‘Publishing Content’.

· Parents and Carers are permitted to take photos/videos of their own child from school events. They are requested not to share photos/videos from school events on social networking sites if other pupils appear in the background.

· The Headteacher or a nominee will inform parent/s / guardian/s and others present at school events that photographs / videos may be taken on the basis that they are for private retention and not for publication in any manner.

Staff should always use a school camera to capture images and should not use their personal devices. Photos taken by the school are subject to the Data Protection act.

Published content on the school website

The school website is a valuable source on information for parents and potential parents.
· Contact details on the website will be the school address, e-mail and telephone number.
· Staff and pupils’ personal information will not be published.

· The Headteachers and Computing Lead will take overall editorial responsibility and ensure that content it accurate and appropriate.

· Photographs and videos that include pupils will be selected carefully and will not enable individual pupils to be clearly identified.

· Pupils’ full names will not be used in association with photographs.

· Consent from parents will be obtained before photographs of pupils are published on the school website.

· Work will only be published with the permission of the pupil.

· Parents should only upload pictures of their own child / children onto social networking sites.

· The governing body may ban the use of photographic equipment by any parent who does not follow the school policy.
Health, safety and safeguarding

The school’s Health and Safety Policy is reviewed annually along with associated risk assessments.  Responsibilities of all stakeholders are included in this document.  Special attention is given to any visit related to Computing to ensure risks are managed effectively and the safety of all those on a visit is paramount.  All teachers make a visual risk assessment prior to teaching particularly if working with unfamiliar equipment.  

All practitioners must follow ELEs Behaviour and Anti-Bullying Policy to ensure safety comes first in all lessons.

Everyone is responsible for the safeguarding of children irrespective of their role.  The Designated Safeguarding Lead (DSL) is the headteacher, Miss S Bond.  Staff are regularly trained in managing child protection and safeguarding matters.  All staff must keep up to date with the latest versions of Keeping Children Safe In Education and Working Together to Safeguard Children when carrying out their work.  All staff are committed to following the policies and procedures in all aspects of their work.
How will complaints be handled?

The school’s complaints procedure should be followed.  This can be found on the school’s website.

Responsibility for handling incidents will be delegated to a senior member of staff.

Any complaint about staff misuse must be referred to the headteacher.

Pupils and parents will be informed of the complaints procedure.

Parents and pupils will need to work in partnership with staff to resolve issues.

There may be occasions when the police must be contacted. Early contact could be made to establish the legal position and discuss strategies.
